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Question: 1
A messaging system employs hashes that accompany each message. What function can hashing
perform in this context?
A.
B.
C.
D.

Guarantee the confidentiality of a message.
Verify the origination of a message.
Verify the integrity of a message.
Verify the integrity and origination of a message.

Answer: D
Explanation:
Hashing is a cryptographic function that can be used to verify the integrity and origination of a
message when used as a part of a digital
signature. Hashing does not provide confidentiality—encryption would be required instead.

Question: 2
A gaming software startup company does not employ penetration testing of its software. This is an
example of:
A.
B.
C.
D.

Outsourcing
Noncompliance
High tolerance of risk
Irresponsibility

Answer: C
Explanation:
A software startup in an industry like gaming is going to be highly tolerant of risk: time to market and
signing up new customers will be
its primary objectives. As the organization achieves viability, other priorities such as security will be
introduced.

Question: 3
An organization is migrating its servers from physical to virtual. What privacy risks does the
organization need to be concerned about
concerning this migration?
A. Security hardening of the container layer
B. Eavesdropping of sensitive network traffic
C. Guest OS privilege escalation
D. Security hardening of the hypervisor layer
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Answer: D
Explanation:
The primary concern in a physical-to-virtual migration is the security of the hypervisor. If the
hypervisor is not hardened, it could be
compromised, which could lead to the compromise of guest OSs. Security concerns will be exactly the
same for operating systems that
are copied into the virtualization environment.

Question: 4
An organization wants to fast-track the developm
A.
B.
C.
D.

Audit logs will need to be scrubbed of PII.
Personal information will need to be encrypted in storage.
Rework will be necessary to comply with privacy laws.
Users will have to be re-registered.

Answer: C
Explanation:
When the requirements phase of a project is skipped because of a “fast track” mandate, there is a
high likelihood that considerable
rework will be required to bring the product or service into compliance with privacy requirements (and
applicable laws), security
requirements, technical standards, and functional requirements. From a privacy perspective, it will be
necessary to assess every aspect of
the system, as well as supporting processes, to identify compliance gaps. The rework would beexpensive.

Question: 5
What is usually the primary objective of risk management?
A.
B.
C.
D.

Improved compliance
Fewer and less severe privacy and security incidents
Fewer audit findings
No privacy or security incidents

Answer: B
Explanation:
The most common objective of a risk management program is to reduce the number and severity of
privacy and security incidents.
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