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QUESTION 1
When using the “File Search and Destroy” feature, which of the following search hash type is
supported?
A.
B.
C.
D.

SHA256 hash of the file
AES256 hash of the file
MD5 hash of the file
SHA1 hash of the file

Correct Answer: A

Explanation/Reference:
Reference: https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-pro-admin/investigationandresponse/response-actions/search-file-and-destroy.html

QUESTION 2
What is the function of WildFire for Cortex XDR?
A. WildFire runs in the cloud and analyses alert data from the XDR agent to check for behavioural
threats.
B. WildFire is the engine that runs on the local agent and determines whether behavioural threats
are occurring on the endpoint.
C. WildFire accepts and analyses a sample to provide a verdict
D. WildFire runs entirely on the agent to quickly analyse samples and provide a verdict.

Correct Answer: C

Explanation/Reference:
Reference: https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-preventadmin/investigation-andresponse/investigate-files/review-wildfire-analysis-details.html
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QUESTION 3
What kind of the threat typically encrypts user files?
A.
B.
C.
D.

ransomware
SQL injection attacks
Zero-day exploits
supply-chain attacks

Correct Answer: A

Explanation/Reference:
Reference: https://www.proofpoint.com/us/threat-reference/ransomware#:~:text=Ransomware is a
type of,ransom fee to the attacker

QUESTION 4
Where would you go to add an exception to exclude a specific file hash from examination by the
Malware profile for a Windows endpoint?
A. Find the Malware profile attached to the endpoint, Under Portable Executable and DLL
Examination add the hash to the allow list
B. From the rules menu select new exception, fill out the criteria, choose the scope to apply it to, hit
save.
C. Find the exceptions profile attached to the endpoint, under process exceptions select local
analysis, paste the hash and save.
D. In the Action Center, choose Allow list, select new action, select add to allow list, add your hash to
the list, and apply it.

Correct Answer: B
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Explanation/Reference:
Reference: https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-prevent-admin/endpointsecurity/ exceptions-security-profiles/add-exceptions-profile.html

QUESTION 5
Live Terminal uses which type of protocol to communicate with the agent on the endpoint?
A.
B.
C.
D.

NetBIOS over TCP
WebSocket
UDP and a random port
TCP, over port 80

Correct Answer: B

Explanation/Reference:
Reference: https://docs.paloaltonetworks.com/cortex/cortex-xdr/cortex-xdr-prevent-admin/endpointsecurity/ communication-between-cortex-xdr-and-agents.html
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